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Cardholders’	responsibility	
Card	transactions	at	point	of	sale	can	be	authorized	 in	a	few	different	ways,	all	being	based	on	multifactor	

authentication	 (something	 you	 have,	 something	 you	 know	 or	 something	 you	 are).	 Traditionally,	 two	

authentication	 factors	 are	 used:	 physical	 possession	of	 the	 card,	 and	 a	 handwritten	proof	 that	 cardholder	

personally	authorized	the	transaction	–	your	signature	 (“something	you	are”).	With	chip	card	 introduction,	

signature	is	being	replaced	by	PIN	(“something	you	know”).	While	introducing	chip	and	PIN	technology,	banks	

tend	 to	 shift	 liability	 for	 unauthorized	 transactions	 to	 cardholders,	 as	 they	 believe	 chip	 and	 PIN	 based	

authentication	 cannot	 be	 forged.	 Bottom	 line	 is,	 if	 someone	 forges	 your	 signature,	 bank	 is	 liable,	 but	 if	

someone	uses	your	PIN1,	you	are.	This	liability	shift	is	worth	explaining	the	real	risk	related	to	this	technology.	

How	it	all	started	
At	first,	face	to	face	payments	were	conducted	by	making	mechanic	imprints	of	the	raised	text	on	the	card.	

Computerization	of	this	process	has	been	done	by	replacing	the	process	as	 is,	without	considering	security	

consequences.	Resulting	magnetic	stripe	cards	are	incredibly	easy	to	copy.	Even	remotely.	Card	readers	and	

card	copying	devices	became	widely	available	at	 low	prices	what	 resulted	 in	 increased	number	of	 criminal	

activities	based	on	the	stolen	card	data	and	forged	cards.	Soon,	it	became	a	whole	new	industry	in	the	world	

of	crime,	generating	huge	loses	to	card	business.	This	is	why	next	generation	of	payment	cards	had	security	in	

its	blood.	EMV	or	Chip	and	PIN	or	Chip	and	Signature	cards	are	introduced	in	Europe	in	mid	‘90s	-	more	than	

20	years	ago.	EMV	is	acronym	of	the	Europay,	MasterCard	and	Visa	–	names	of	the	companies	who	created	

the	standard	which	is	now	accepted	by	all	major	payment	card	brands	around	the	globe.	EMV	card	is	protected	

by	 strong	 encryption	 close	 to	 impossible	 to	 break.	 In	 fact,	 card	 is	 a	 miniature	 computer	 a	 POS	 terminal	

communicates	with.	Communication	is	encrypted	by	encryption	key	securely	stored	deep	in	the	protected	part	

of	the	card’s	memory	that	POS	terminal	can’t	access.	Compared	to	magnetic	stripe	cards,	EMV	brings	a	whole	

new	level	of	security.		

Can	EMV	card	be	cloned?	
To	answer	this	question,	first	we	need	to	agree	what	exactly	EMV	card	is.	Is	it	a	card?	Is	it	whole	IT	system	

behind	it	including	all	the	people	involved	in	the	transaction,	or	is	it	maybe	only	a	chip	imprinted	in	a	piece	of	

plastic?	Cloning	the	chip	and	its	content	is	close	to	impossible,	but	you	don’t	have	to	do	that	to	rip	someone	

																																																													
1	https://www.youtube.com/watch?v=X7pjUIxKoEc		
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off.	Do	you	need	a	mainframe	computer	to	break	the	encryption?	Well,	possibly	you	could	do	that	–	eventually.	

It	 even	happened	 in	 France2	close	 to	 two	decades	 ago.	 Since	 then,	 card	 industry	 increases	 encryption	 key	

length	as	information	technology	advances.	The	real	problem	with	EMV	card	security	lays	in	the	complexity	of	

the	whole	ecosystem	surrounding	the	chip	itself.	Introducing	security	measures	in	card	industry	is	profit	driven.	

It’s	always	about	 finding	 the	right	balance	between	the	security	and	user	experience,	and	user	 is	 the	king.	

Therefore,	industry	makes	compromises:	

• There	are	EMV	cards	that	can	be	used	without	the	PIN	(chip	and	signature).	

• EMV	cards	still	have	magnetic	stripe	on	them.	

• There	are	contactless	EMV	cards	on	the	market	allowing	payments	without	the	PIN	or	signature.	

• POS	devices	still	support	magnetic	stripes.	

• Most	cards	have	threshold	below	which,	authentication	is	not	even	needed.		

• There	are	POS	devices	out	there	which	still	support	unencrypted	communication	with	the	card.	

• There’s	a	whole	different	approach	to	card	not	present	payments	full	of	security	flaws	which	will	not	

be	described	in	this	article	as	this	is	a	topic	by	itself.	

To	understand	how	fraudsters	think	about	your	card,	you	must	understand	their	main	goal.	It’s	not	cloning	the	

card.	It’s	making	money.	They	analyze	the	whole	payment	process	to	identify	weakest	points	and	attack	there.	

They	don’t	need	to	clone	the	chip.	

Common	attack	vectors	–	weakest	rings	in	the	chain	
Great	presentation3	by	Aperture	Labs	at	Defcon	conference	exposed	common	attack	vectors.	One	way	to	make	

a	fraudulent	transaction	is	by	using	stolen	or	lost	card	with	threshold	or	authentication	by	signature.	Most	

cards	have	threshold	below	which	cardholder	authentication	is	not	even	required.	Moreover,	to	simplify	and	

speed	up	the	payment	process	and	to	ensure	the	best	possible	user	experience,	majority	of	card	vendors	in	

the	US	and	some	in	the	EU	issue	EMV	cards	that	do	not	require	PIN	for	authentication.	They	stick	with	old	

fashioned	 signature	 based	 authentication	 arguing	 it’s	 because	 PIN	 authentication	 takes	 more	 time	 than	

signature.	Pickpockets	love	them!	Stolen	card	can	easily	be	used	until	blocked	which	is	usually	the	moment	

people	realize	they	are	missing	their	wallets.	Because	of	manual	stealing	process	and	relatively	short	timeframe	

for	using	a	stolen	card,	associated	loses	are	small	compared	to	complex	POS	attacks.	There	are	few	known	

attacks	involving	POS	devices,	all	of	them	requiring	understanding	of	the	payment	technology.	Inserting	a	tiny	

																																																													
2	http://everything2.com/title/Serge+Humpich		
3	https://www.youtube.com/watch?v=JABJlvrZWbY		
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electronic	device	 (see	Figure	1)	between	 the	chip	 reader	 in	POS	device	and	 the	card	 itself	 is	one	of	 them.	

Because	of	the	flaws	in	the	data	exchange	process,	such	device	could	trick	the	POS	to	accept	any	PIN	entered.	

There	are	also	such	devices	capturing	data	exchanged	between	the	POS	and	card	that	can	even	set	the	card	in	

a	mode	in	which	PIN	is	exchanged	with	no	encryption.	Captured	information	can	later	be	used	for	producing	

false	cards	with	exact	copy	of	the	magnetic	stripe.	To	keep	backward	compatibility	and	as	failover	mechanism,	

EMV	cards	still	have	magnetic	stripes	that	can	be	used	in	case	of	chip	failure.		

Instead	of	breaking	through	strong	security	mechanisms,	fraudsters	are	rather	focused	on	avoiding	them	and	

looking	for	weakest	elements	of	the	payment	chain	to	attack.	

	
Figure	1:	Fly	device	(source	webwereld.nl)	

Chip	and	PIN	vs	chip	and	signature	security	perspective	
Decades	ago,	card	companies	agreed	with	regulators	about	number	of	measures	which	must	be	implemented	

to	protect	cardholder	from	fraud.	Thus,	cardholder	had	to	approve	each	expense	by	signing	a	special	slip.	It	

didn’t	 change	 with	 introducing	 of	 on-line	 transactions,	 and	 it	 still	 didn’t	 fully	 change	 even	 with	 EMV	

introduction	as	we	still	see	so	called	chip	and	signature	cards.	Even	though	this	seems	as	a	bad	decision	from	

the	 security	 perspective,	 it’s	worth	 discussion.	 Some	 argue	 that	 replacing	 the	 PIN	with	 signature	weakens	

reliability	of	the	authentication	process,	but	this	 is	only	partially	true.	There	are	research	papers4	providing	

evidence	that	handwriting	can	be	considered	biometrics	method	of	authentication	and	does	provide	much	

more	information	about	the	person	than	some	would	expect.	Looking	from	this	perspective,	both	chip	and	PIN	

and	chip	and	signature	can	be	considered	two	factor	authentication	mechanisms.	However,	banks	usually	don’t	

																																																													
4	http://www.cse.lehigh.edu/prr/Biometrics/Archive/Papers/handwriting-feature-corr.pdf		
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analyze	signatures,	but	rely	on	the	merchant	to	compare	the	signature	on	the	card	with	the	one	on	the	receipt.	

Combination	 of	 something	 you	 have	 (the	 card)	 with	 something	 you	 are	 (signature)	 seems	 more	 reliable	

authentication	 method	 than	 combining	 “have	 factor”	 with	 “know	 (the	 PIN)	 factor”.	 However,	 keystroke	

dynamics5	can	also	be	a	biometrics	method.		This	could	add	additional	authentication	factor	to	chip	and	PIN	

which	is	currently	not	used.	

About	the	PIN	
Chip	used	in	EMV	technology	is	close	to	impossible	to	clone	so	massive	credit	card	cloning	is	not	in	the	focus	

any	more.	 Nor	 the	 stealing	 related	 PINs.	 After	 all,	 it	 is	 proven	 that	 card	 can	 be	 charged	without	 the	 PIN.	

Experience6	shows,	fraudsters	move	their	focus	from	card	cloning	to	on-line	payments	and	card	stealing.	Banks	

should	accordingly	focus	to	on-line	payment	protection	and	reconsider	their	card	and	PIN	delivery	practices	

which	are	decades	old	and	cannot	resist	modern	threats.		

Conclusion	
Chip	 and	 PIN	 technology	 provides	 much	 better	 security	 compared	 to	 magnetic	 stripe	 cards.	 Number	 of	

fraudulent	 on-site	 transactions	 is	 decreased	 drastically.	 However,	 because	 of	 the	 complexity	 of	 the	whole	

payment	chain,	system	is	not	secure	enough	to	make	cardholders	liable	for	fraud	committed	by	using	the	PIN	

without	the	evidence.	Thus,	banks	shouldn’t	take	PIN	security	for	granted,	but	should	investigate	innovative	

solutions	for	detecting	fraud,	keystroke	dynamics	being	one	of	them.	

																																																													
5	http://www.cs.columbia.edu/4180/hw/keystroke.pdf		
6	http://www.pymnts.com/news/emv/2016/mastercard-fraud-costs-emv-impact/		


